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Blometrjc input with encryption 



The row or column information is in the Preferably, the user's biometric data is 
... 3fc, another flow diagram of a method 30 of analysing the biometric ... 

Self-authentication apparatus and method 

US P&t. bl 8531b - H 1(50 Nov v2, 199/ ■ Unisys Gorporaiion 

19 20 compared to the stored biometric template, step 875, here stored in 

credential 860. The live scan sample 872 typically does not exactly match the 



[application] Secure method and system for biometric verification 



[0205] The biometric template itself may be stored as a mass data structure .. 
techniques can be designed to maximize the degree of obfuscation obtained. 



[application] Biometric authenticated VLAN 



1 is a schematic block diagram of a biometric authenticated data communication 
network according to one embodiment of the invention; [0016] FIG. ... 



Method and system for secure computational outsourcing and disguise 
US Pat. 6357341 - Filed Mar 18, 2002 - Purdue Research Foundation 
For example, the user may be required to provide a password, or may be required 
to provide , biometric input, with access authorization program 510 then ... 



Computer software authentication, protection, and security system 
US Pat. 6006328 - Filed Jul 12 : 1996 - Christopher N. Drake 
... mouse usage characteristics, etc) or by additional authentication techniques 
, including smartcards, biometric inputs such as finger prints detectors etc ... 

Remote portable and universal smartcard authentication and authorization device 

US Pat. 7083090 - Filed Aug 9, 2002 

At block 452, having acquired biometric data at 450, the device serial ID ... At 
block 454 the biometric data are encrypted. This encryption may occur in ... 



[application] Secure identification system combining forensic/biometric population ... 

i set p^t 10101P66 FHe^ Nov 90 POOP 

... and sequestering a forensic/biometric ID population database behind a single 
ultra-secure ... and obfuscation of responsibility behind shell companies. ... 

[application] Method and apparatus for supporting a biometric registration performed on an 

! iQ Dor i?^«OKOi-: .. FMnri So! « Or.fVJ 
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Self-authentication apparatus and method 

19 20 compared to the stored biometric template, step 875, here stored in 
credential 860. The live scan sample 872 typically does not exactly match the 



[application] Secure method and system for biometric verification 

US Pat. 10743784 - Filed Dec 24, 2003 

[0205] The biometric template itself may be stored as a mass data structure ... 
techniques can be designed to maximize the degree of obfuscation obtained. ... 

Method and apparatus for hashing data 

A smart card having a biometric template stored therein in the form of a 
fingerprint template is provided to a host processing system, step 300. ... 

[application] System and method for storage and retrieval of a cryptographic secret from a 

US Pat. 10134644 - Filed Apr 30, 2002 

... which allows secure retrieval and use of a user's private key, biometric 
data or ... retrieve and use a cryptographic secret such as biometric template, 



[application] Method and apparatus for supporting a bsometnc registration performed on an 

US Pat. 10189526 - Filed Jul 8, 2002 

[0076] The method provides for provision of challenge data relating to a 
template, the data other than image data of a biometric information source. ... 

Method and apparatus for supporting a biometric registration performed on a card 
US Pat 7274807 - Flied May 30, 2002 - Acilvcard Ireland Limited 
... associated with the template to which the fingerprint data is to be 
registered. ... absent a step of providing biometric data to a processor of a 
host ... 

M Stay up to date on these results using the patents RSS feed on biometric template obfuscation . 
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Biometric based multi-party authentication 

A system for multi-party authentication wherein a closeness between the received 
encrypted biometric sample and a candidate encrypted biometric template is ... 

Portable authentication device and method using iris patterns 
US Pat. 6532298 - Hied SGp 14, 1999 - Indian l echnoiogiss. Inc. 
The encrypted biometric template from the processor 210 is preferably 
transmitted via a wireless device, such as an RF module or modem 925 to the 
comparison ... 

System and method of fast biometric database searching using digital ... 
US Pat. 6505193 - Filed Dec 1, 1999 - Indian Technologies, Inc. 
The encrypted biometric template from the processor 605 is transmitted via the 
modem 635 to one of the computer 200 a local server, and a central database ... 

Access system utilizing multiple factor identification and authentication 
US Pat. 7178025 - Filed Jan 30, 2003 - Tec Sec, Inc. 
The token can send the encrypted biometric template to the provider. The 
provider can decrypt the encrypted biometric template with the derived key. ... 

Method for bsometric-based authentication in wireless communication for ... 
US Pat. 6819219 - Filed Oct 13, 2000 ■■ International Business Machines Corporation 
A method for biometric authentication based on communication between a portable 
... a decrypter for decrypting said received encrypted biometric template. ... 

System, method and computer program product for allowing access to ... 
US Pat. 625673? - Filed Mar 9, 1999 ■■ BloNeihx Systems Corporation 
When a user refreshes a biometric template 502 (as discussed above) each copy 
... An individual wishing to send an encrypted message applies for a digital ... 

Biometric authentication system with encrypted models 
US Pat. 6317834 - Filed Jan 29, 1999 - International Business Machines Corporation 
The encryption algorithm encrypts the biometric template using a pass-phrase, 
known only to the individual, to generate the cryptographic key used to store 



Protection of biometric data via key-dependent sampling 
US Pat, 6507912 - Filed Jan 27, 1999 - International Business Machines Corporation 
The server would use the key to filter a stored biometric template to produce 
... The 1 .2K byte template is encrypted for wireless transmission to the ... 
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Biometric based multi-party authentication 

In an embodiment where the closeness between the received encrypted biometric 
sample and a candidate 5 encrypted biometric template is determined based on a 

Portable authentication device and method usin g iris patterns 

US Pat. 6532298 - Filed Sep 14, 1998 - Indian Technologies, Inc. 

A match of the biometric template with a template stored in the memory 970 ... 

The encrypted biometric template from the processor 210 is preferably ... 

Memory card havin g a biometric template stored thereon and system for usin g same 

In the present invention, the credit card information can be encrypted and 
stored on the memory card in a way that would require a biometric verification 



System, method and computer program product for allowing access to ... 
US Pat. 6256737 - Filed Mar 9, 1999 - 3ioNetrix Systems Corporation 
When a user refreshes a biometric template 502 (as discussed above) each copy 
... An individual wishing to send an encrypted message applies for a digital ... 

Access system utilizing multiple factor identification and authentication 

US Pat 7178025 - Filed Jan 30, 2003 - Tec Sec : inc. 

The token can send the encrypted biometric template to the provider. ... fourth 
hash value is stored on the token and is based on the biometric template. ... 

Biometric security encryption system 

US Pat, 6259805 - Filed Mar 23, 1998 - DEW Engineering and Development Limited 

The chance of deriving a biometric template from poor biometric information is 

greatly reduced. BRIEF DESCRIPTION OF THE DRAWINGS An exemplary embodiment of 



Biometric identification system using biometric images and personal . 

US Pat. 6959874 - Filed Feb 22 ; 2002 

The code is encrypted and included in the standard biometric template 230. The 
copy protect code is preferably determined by combining bits of data on the ... 

System and method of fast biometric database searching using digital 
US Pat. 8505193 - Filed Dec 1, 1999 - Indian Technologies, Inc. 
The encrypted biometric template from the processor 605 is transmitted via the 
... The 512-byte template represents an exemplary iris template stored in the 
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